
SmartHome Controller/Light 

 

   DISCUSSION - VULNERABILITY MANAGEMENT 

 

This document discusses a prototype that will demonstrate the operation of a smart 

home system, by focusing only on the operation and interaction between a simulated 

controller and simulated lighting and motion sensors. It will also discuss the security 

vulnerabilities associated with the system, and explore and propose mitigation steps to 

produce a secured IoT smart home infrastructure. 

The solution uses a MQTT protocol in Python (paho client) which uses a broker to 

facilitate communication between subscribers and publishes. MQTT will be used for 

sharing and reacting to sensor information like motion and light levels. 

Hintaw et al. (2021) states that: 

 

MQTT uses a publisher/subscriber model to facilitate messaging between devices 

making messaging lightweight. Nevertheless, there are a number of security issues due 

to the design of the protocol itself. Some of the issues are denial of service, identity 

spoofing, information disclosure, the elevation of privileges, and data tampering (Hintaw 

et al, 2021). 

 

Table 1.1 below, as from (Mlambo et al., 2023), shows a STRIDE table depicting attack 

vectors and vulnerabilities identified within the MQTT protocol used in the system and 

provides mitigation techniques to remedy the identified vulnerabilities.  



 

 

 



 

 

 

One of the characteristics of the smart home system is that of a Distributed system and 

employs a microservices architecture, it is imperative to have a holistic view of the 

vulnerabilities that will have an impact on the system and it is important to look at the 

challenges associated with distributed systems and provide solutions to the challenges. 

 

A distributed system contains multiple nodes that are physically separate but linked 

together using the network. All the nodes in this system communicate with each other 

and handle processes in tandem. Each of these nodes contains a small part of the 

distributed operating system software (Meador, 2020) 

 

Table 1.2 below outlines the challenges that are associated with distributed systems 

and in turn, how MQTT helps in addressing these challenges. 

 



 

 

 

Although there is no standard or framework relating to security smart homes, The 

OWASP IoT top 10 is scrutinized to further provide guidance on identifying and 

remediation vulnerabilities in the smart home system. 

 

The system uses an IoT networking model, so it is fitting to use the OWASP IoT Top 10 

standard for developers and web application security as it represents a broad 

consensus about the most critical security risks to web applications. 

 



Table 1.3. below lists the top 10 IoT vulnerabilities and mitigation actions associated 

with them. 

 

 

 

Table 1.4 - 1.7, as from (Mlambo, et al., 2023), shows the current features of the system 

that makes it to be vulnerable and the mitigations that can be applied also taking in 

consideration vulnerabilities associated to the MQTT protocol, Distributed system 



challenges, and IoT OWASP top 10 (as referenced from (Touqeer, et al., 2021), 

(Borgini, 2021), (Apriorit, 2022), (Anand, et al., 2020), (Abdullah, et al., 2019)). 

 

 





 



 

Table 1.4: SmartHome Vulnerabilities and Mitigations 

 

In conclusion, a number of vulnerabilities have been identified on the Smart Home 

system from the design phase and illustrated in the ADTrees, further explorations of the 

vulnerabilities related to the system were also taken into consideration and also 

identified during testing of the system. 

By utilising the scrum agile approach, this sprint will only prioritise in the mitigation of 

Authentication and Encryption Vulnerabilities as they are the basic pillars in securing the 



system. Further security controls will be planned and incorporated in future 

development of upcoming sprints of the system. 
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